
 Tehran, Iran      ��98� 910 230 6634      zakery1369@gmail.com

 linkedin.com/in/Zakery1369      github.com/zakery1369

DevSecOps Engineer with extensive hands-on experience across DevOps, Linux

infrastructure, Kubernetes, CI/CD, observability, and infrastructure security.

Experienced in designing and operating highly available Kubernetes platforms,

automating software delivery with GitLab CI/CD, implementing Shift-Left security

controls, hardening server and container environments, and building operational and

security observability solutions. Strong background in Production infrastructure,

automation, troubleshooting, and cross-functional collaboration.

•  Shift-Left Security, SAST, SCA, Security

Quality Gates, Vulnerability Management, Semgrep, SonarQube, Trivy

•  Docker, Distroless Containers, Kubernetes

�RKE2�, Cilium, Istio Service Mesh, MetalLB

•  GitLab CI/CD, Secure CI/CD Pipelines, Ansible, Packer,

Nexus Repository

•  Linux �Debian, CentOS�, OS Hardening, Server

Baseline Hardening, HashiCorp Vault, HAProxy

•  Prometheus, Grafana,

Alertmanager, Zabbix, Kiali, Jaeger, qryn, ClickHouse

•  PostgreSQL �PgBouncer), MongoDB ReplicaSet,

RabbitMQ

•  CCNA, CCNP Route & Switch, Kerio
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Jun 2026 � Present

Jun 2022 � May 2026

Kavano, Tehran

• Architected Shift-Left DevSecOps pipelines in GitLab CI/CD, integrating Semgrep

and SonarQube for automated static code analysis and security quality gates,

alongside Trivy for dependency and container image vulnerability scanning.

• Hardened containerized workloads by adopting Distroless container images,

minimizing unnecessary packages and runtime components to reduce the

container attack surface and limit exposure to OS-level vulnerabilities.

• Strengthened infrastructure security through comprehensive OS hardening of

server baselines, mitigating attack vectors and enforcing strict security

configurations across the environment.

• Engineered proprietary, in-house security dashboards from scratch to aggregate

and visualize Semgrep and Trivy security metrics, delivering actionable

vulnerability intelligence and enabling proactive remediation.

Kavano, Tehran

• Deployed a highly available Kubernetes cluster with 3 master and 5 worker nodes

using RKE2, Cilium, and MetalLB.

• Implemented Istio Service Mesh with Kiali and Jaeger to improve observability and

service-level troubleshooting.

• Deployed a comprehensive monitoring stack using Prometheus, Grafana, and

Alertmanager, including Redis and MySQL exporters, custom Kubernetes

dashboards, and proactive alerting.

• Architected a highly available logging stack using qryn and clustered ClickHouse

with Loki-compatible ingestion, enabling real-time analytics and rapid

troubleshooting through Grafana.

• Automated build and deployment pipelines for PHP, Python, and Node.js

applications using GitLab CI/CD.

• Installed and configured 25 Media Stream servers using Ansible and Packer.



Jun 2021 � May 2022

Jul 2017 � Jun 2021

Jul 2015 � Jun 2017

Jun 2014 � Jun 2015

• Centralized secrets and SSH access management using HashiCorp Vault.

• Deployed an organizational chatbot based on Llama.cpp, Ollama, and VVLM.

• Configured RabbitMQ replicas and PostgreSQL with PgBouncer.

• Supported the Ministry of Education virtual classroom platform �SHAD�.

Kavano, Tehran

• Managed Debian and CentOS Linux servers.

• Enhanced infrastructure monitoring using Zabbix.

• Containerized legacy React.js and Laravel applications.

• Deployed and optimized Moodle LMS with HAProxy and database tuning.

• Developed Selenium test bots for concurrent load testing with up to 500 users.

Rayatak �Alameh Tabatabaei Schools), Tehran

• Designed server rooms, structured cabling, and network documentation across

branches.

• Led network modernization from ISA/TMG to Kerio and MikroTik.

• Implemented Windows Server and Active Directory, and upgraded virtualization

infrastructure to VMware ESXi.

Rayatak �Alameh Tabatabaei), Tehran

• Provided technical support for 14 branches.

• Managed hardware troubleshooting and passive network infrastructure.

Shafa Clinic, Tehran

• Managed HP servers, QNAP NAS, network switches, and CCTV systems.



Islamic Azad University, Tehran | 2008 � 2013 | GPA� 16/20

• LFD121� Developing Secure Software, The Linux Foundation �2026�

• Certified Kubernetes Application Developer �CKAD�, KodeKloud �2025�

• Kubernetes, maktabkhooneh �2025�

• Linux Essentials - LPIC�1 � LPIC�2, Tosinso Institute �2019�

• CCNA � CCNP Route - CCNP Switch, Rahnemafard Institute �2012�

• Microsoft Server 2012, Rahnemafard Institute �2012�

 — August 2025

• Designed and deployed scalable Kubernetes platform �3-master + 3-worker)

supporting 4000 concurrent users.

• Technologies: RKE2, Cilium, MetalLB, Istio, Prometheus, Grafana, GitLab CI/CD,

PostgreSQL, MongoDB.

• Live: https://lms.avatalk.ir

https://lms.avatalk.ir/
https://lms.avatalk.ir/

